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Introduction

Welcome to the second edition of Linux Command Line and Shell Scripting Bible. Like all books in the Bible series, you can expect
to find both hands-on tutorials and real-world information, as well as reference and background information that provides
a context for what you are learning. This book is a fairly comprehensive resource on the Linux command line and shell
commands. By the time you have completed Linux Command Line and Shell Scripting Bible you will be well prepared to write

your own shell scripts that can automate practically any task on your Linux system.

Who Should Read This Book

If you're a system administrator in a Linux environment, you'll benefit greatly by knowing how to write shell scripts. The
book doesn't walk you through the process of setting up a Linux system, but once you haveit running you'll want to start
automating some of the routine administrative tasks. That's where shell scripting comesin, and that's where this book will help
you out. This book will demonstrate how to automate any administrative task using shell scripts, from monitoring system

statistics and data files to generating reports for your boss.

If you're a home Linux enthusiast, you'll also benefit from Linux Command Line and Shell Scripting Bible. Nowadays, it's easy
to get lost in the graphical world of pre-built widgets. Most desktop Linux distributions try their best to hide the Linux
system from the typical user. However, there are times when you have to know what's going on under the hood. This book
shows you how to access the Linux command line prompt and what to do once you get there. Often performing simple tasks,
such as file management, can be done more quickly from the command line than from a fancy graphical interface. There's a

wealth of commands you can use from the command line, and this book shows you how to use them.

How This Book Is Organized

This book leads you through the basics of the Linux command line and into more complicated topics, such as creating your
own shell scripts. The book is divided into five parts, each one building on the previous parts.

Part | assumes that you either have a Linux system running, or are looking into getting a Linux system. Chapter 1,
“Starting with Linux Shells,” describes the parts of a total Linux system and shows how the shell fits in. After describing the

basics of the Linux system, this part continues with the following:

®Using a terminal emulation package to access the shell (Chapter 2)
®Introducing the basic shell commands (Chapter 3)
* Using more advanced shell commands to peek at system information (Chapter 4)
* Working with shell variables to manipulate data (Chapter 5)
*Understanding the Linux filesystem and security (Chapter 6)
* Working with Linux filesystems from the command line (Chapter 7)
*Installing and updating software from the command line (Chapter 8)
® Using the Linux editors to start writing shell scripts (Chapter 9)

In Part 11, you begin writing shell scripts. As you go through the chaptersyou'll do the following:
* Learn how to create and run shell scripts (Chapter 10)
® Alter the program flow in a shell script (Chapter 11)
® Iterate through code sections (Chapter 12)
*Handle data from the user in your scripts (Chapter 13)
* See different methods for storing and displaying data from your Script (Chapter 14)
® Control how and when your shell scripts run on the system (Chapter 15)

Part Ill dives into more advanced areas of shell script programming, including:
® Creating your own functions to usein all your scripts (Chapter 16)
® Utilizing the Linux graphical desktop for interacting with your script users (Chapter 17)
® Using advanced Linux commands to filter and parse data files (Chapter 18)
*Using regular expressions to define data (Chapter 19)
® Learning advanced methods of manipulating data in your scripts (Chapter 20)
® Generating reports from raw data (Chapter 21)

* Modifying your shell scripts to run in other Linux shells (Chapter 22)
The last section of the book, Part IV, demonstrates how to use shell scripts in real-world environments. In this part, you
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will:
®See how to use popular open source databases in your shell scripts (Chapter 23)
* Learn how to extract data from Websites, and send data between systems (Chapter 24)
® Use e-mail to send notifications and reports to external users (Chapter 25)
® Write shell scripts to automate your daily system administration functions (Chapter 26)

® Utilize all of the features you've learned from the book to create professional-quality shell scripts (Chapter 27)

Conventions and Features

There are many different organizational and typographical features throughout this book designed to help you get the
most of the information.

Notes and Warnings

Whenever the authors want to bring something important to your attention the information will appear in a Warning.

Warning

This information is important and is set off in a separate paragraph with a special icon.
Warnings provide information about things to watch out for, whether simply inconvenient
or potentially hazardous to your data or systems.

For additional items of interest that relate to the chapter text, the authors will use Notes.

Note

Notes provide additional, ancillary information that is helpful, but somewhat
outside of the current presentation of information.

Minimum Requirements

Linux Command Line and Shell Scripting Bible doesn't focus on any specific Linux distribution, so you'll be able to followalong
in the book using any Linux system you have available. The bulk of the book references the bash shell, which is the default

shell for most Linux systems.

Where to Go from Here

Onceyou've completed Linux Command Line and Shell Scripting Bible, you'll be well on your way to incorporating Linux
commands in your daily Linux work. In the ever-changing world of Linux, it's always a good idea to stay in touch with new
developments. Often Linux distributions will change, adding new features and removing older ones. To keep you knowledge
of Linux fresh, always stay well-informed. Find a good Linux forum site and monitor what's happening in the Linux world.
There are many popular Linux news sites, such as Slashdot and Distrowatch, that provide up-to-the-minute information

about newadvancesin Linux.

www.it-ebooks.info


http://www.it-ebooks.info/

Part |

The Linux Command Line

In This Part
Chapter 1:Starting with Linux Shells

Chapter 2: Getting to the Shell

Chapter 3: Basic bash Shell Commands

Chapter 4: More bash Shell Commands

Chapter 5: Using Linux Environment Variables
Chapter 6: Understanding Linux File Permissions
Chapter 7: Managing Filesystems

Chapter 8:Installing Software

Chapter 9: Working with Editors
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Chapter 1
Starting with Linux Shells

In this Chapter

* What is Linux?

* Parts of the Linux kernel
*Exploring the Linux desktop
® Visiting Linux distributions

Beforeyou can dive into working with the Linux command line and shells, it'sa good idea to first understand what Linux is,
where it came from, and how it works. This chapter walks you through what Linux is, and explains where the shell and

command line fit in the overall Linux picture.

What Is Linux?

If you've never worked with Linux before, you may be confused as to why there are so many different versions of it available.
I'm sure that you have heard various terms such as distribution, LiveCD, and GNU when looking at Linux packages and been
confused. Wading through the world of Linux for the first time can be a tricky experience. This chapter takes some of the

mystery out of the Linux system before you start working on commands and scripts.
For starters, there are four main parts that make up a Linux system:
* The Linux kernel
* The GNU utilities
* Agraphical desktop environment

* Application software
Each of these four parts has a specificjob in the Linux system. Each of the parts by itself isn't very useful. Figure 1.1 shows a
basicdiagram of how the parts fit together to create the overall Linux system.

Figure 1.1 The Linux system
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This section describes these four main partsin detail, and gives you an overview of how they work together to createa
complete Linux system.

Looking into the Linux Kernel

The core of the Linux system is the kernel. The kernel controls all of the hardware and software on the computer system,
allocating hardware when necessary, and executing software when required.

If you've been following the Linux world at all, no doubt you've heard the name Linus Torvalds. Linus is the person
responsible for creating the first Linux kernel software while he was a student at the University of Helsinki. Heintended it to

be a copy of the Unix system, at the time a popular operating system used at many universities.

After developing the Linux kernel, Linus released it to the Internet community and solicited suggestions for improving it.
This simple process started a revolution in the world of computer operating systems. Soon Linus was receiving suggestions

from students as well as professional programmers from around the world.

Allowing anyone to change programming code in the kernel would result in complete chaos. To simplify things, Linus
acted asa central point for all improvement suggestions. It was ultimately Linus's decision whether or not to incorporate
suggested codein the kernel. This same concept is still in place with the Linux kernel code, except that instead of just Linus

controlling the kernel code, a team of developers has taken on the task.
The kernel is primarily responsible for four main functions:
* System memory management
* Software program management
*Hardware management

® Filesystem management
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The following sections explore each of these functionsin more detail.

System Memory Management

One of the primary functions of the operating system kernel is memory management. Not only does the kernel manage the
physical memory available on the server, but it can also create and manage virtual memory, or memory that does not actually

exist.

It does this by using space on the hard disk, called the swap space. The kernel swaps the contents of virtual memory
locations back and forth from the swap space to the actual physical memory. This allows the system to think there is more

memory available than what physically exists (shown in Figure 1.2).

Figure 1.2 The Linux system memory map
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The memory locations are grouped into blocks called pages. The kernel locates each page of memory either in the physical
memory or the swap space. The kernel then maintains a table of the memory pages that indicates which pages are in physical

memory and which pages are swapped out to disk.

The kernel keeps track of which memory pages are in use and automatically copies memory pages that have not been
accessed for a period of time to the swap space area (called swapping out), even if there's other memory available. When a
program wants to access a memory page that has been swapped out, the kernel must make room for it in physical memory by
swapping out a different memory page, and swap in the required page from the swap space. Obviously, this process takes
time, and can slow down a running process. The process of swapping out memory pages for running applications continues

for aslong as the Linux systemis running.
You can see the current status of the virtual memory on your Linux system by viewing the special /proc/meminfo file.

Here'san example of a sample /proc/meminfo entry:

rich@rich-desktop:~$ cat /proc/meminfo

MemTotal:

1026084 kB
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MemFree:
Buffers:
Cached:
SwapCached:
Active:
Inactive:
Active(anon):

Inactive(anon):

Active(file):

Inactive(file):

Unevictable:
Mlocked:
HighTotal:
HighFree:
LowTotal:
LowFree:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
Shmem:

Slab:
SReclaimable:
SUnreclaim:
KernelStack:
PageTables:
NFS_Unstable:
Bounce:
WritebackTmp:
CommitLimit:
Committed_AS:
VmallocTotal:
VmallocUsed:
VmallocChunk:

HardwareCorrupted:
HugePages_Total:
HugePages_Free:
HugePages_Rsvd:
HugePages_Surp:

Hugepagesize:
DirectMap4k:
DirectMap4M:

666356
49900
152272
0
171468
154196
131056
32
40412
154164
12

12
139208
252
886876
666104
2781176
2781176
588

0
123500
52232
7600
17676
9788
7888
2656
5072

0

0

0
3294216
1234480
122880
7520
110672

0
0
0
0
0
4096

12280
897024

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

kB
kB
kB
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rich@rich-desktop:~$

TheMemTotal : line shows that this Linux server has 1GB of physical memory. It also shows that about 660MB is not
currently being used (MemFree). The output also shows that there is about 2.5GB of swap space memory available on this
system (SwapTotal).

By default, each process running on the Linux system has its own private memory pages. One process cannot access
memory pages being used by another process. The kernel maintains its own memory areas. For security purposes, no

processes can access memory used by the kernel processes.

To facilitate data sharing, you can create shared memory pages. Multiple processes can read and write to and from a
common shared memory area. The kernel maintains and administers the shared memory areas and allows individual processes

access to the shared area.
The special ipcs command allows you to view the current shared memory pages on the system. Here's the output from a
sample ipcs command:

# ipcs -m

—————— Shared Memory Segments --------

key shmid owner perms bytes nattch status
0x00000000 0 rich 600 52228 6 dest
0x395ec51c 1 oracle 640 5787648 6

#

Each shared memory segment has an owner that created the segment. Each segment also has a standard Linux permissions
setting that sets the availability of